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QOutline

* Motivation and outline of methodology
« Extensions to modeling languages for safe and
secure functionality

— From abstract concepts to concrete implementations
targeting AUTOSAR and UML/SysML

— Extensions (profiles) and architecture patterns
« Using models for synthesis of implementations
— Security: synthesis of adapters

— Time: synthesis of OS mechanisms for isolation in
AUTOSAR
« Connection to automotive use case

« Using models for (timing) analysis
— m-k models
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Modeling extensions

Modelling safe and secure functionality

* Need to represent safety and security requirements at the functional level
for the system and its components

— Currently emphasis on mechanisms

— Examples: taint (dependency) analysis, security needs on
connections/ports, timing...

* Need to represent timing requirements for mixed-critical systems

— Extensions to common modeling paradigms such as in MARTE or
AUTOSAR

* Show connection to analysis methods and opportunities for synthesis

* Driven by needs and requirements (standards) of the automotive and
telecom industrial cases.

« Support for the identification of data dependencies (taint analysis)

. Suplgort for the definition of mixed-critical real-time systems as in use by
the RT research community (and challenged in a recent RTNS paper)

« The same model can be used for the definition of mode-dependent
behaviors or AVR tasks

» Support the integration of security faults in “traditional” fault tree analysis

« Definition of patterns for protection kernel and definitions to identify the
mapping of functional units to partitions
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Modeling extensions: Methodology

« Step 0: analysis of state of the art, projects,
standards

— Research papers, Safe and Evita projects (and
more), MARTE (UML/SysML), AUTOSAR,
Capella

« Step 1: Abstract modeling
* Result: metamodels expressed using Eclipse/Ecore

« Step 2: Selection of concrete target modelling
languages (meta-models) and implementation using
a target tool,

* Result: UML Profiles defined in Rhapsody and
applicable to AUTOSAR elements in Rhapsody
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Modeling extensions: Methodology

« Step 3a: Definition of analysis methods and tools at
the system and components level;

« Step 3b: Opportunities for automatic synthesis and
architecture optimizations.
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Modeling extensions

* Architecture models and patterns for safe and
secure systems

« Define execution architectures (computation and
communication HW, operating system and
communication layers) using modelling languages
that allow the specification and analysis of time,
safety and security constraints.

« Define components or architecture patterns that are
capable of providing desirable safety and security
levels (sharing resources with guaranteed
separation of concerns at the functional and timing
level).
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Abstract Models (examples - General)

E Dataitem

[1..*] dataAccess S ——— [1..*] dataAccess

Cp— B pr— / Value dependencies

[1..1] result
[1..*] obtainedFrom|

[0.%] reads [0..*] dependencies [0..] writes

Mapping to partitions

‘ B FunctionalExecutable |

B FunctionalComponent

B FunctionalPort B Functionalinterface H Dataitem |

[0.7] itsPort [0.1) itsIF 0..4] itsDV.

1.4 ib}xe{uhbles

El FunctionalExecutable

[1..*] execBy

[1..1] execThread [0..1] DMCR

[1..1] DM

B DataMapping

[0..1] DMCM

H Thread [ B communicationResource ]

( J

[0..1] itsPartition

EH communicationMes sage

[0.1] itsOS [0..1] manageT

Bos [ Beartiton |

=

H core

[1..*] useCore
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Abstract Models (Security & Safety)

Security violations as

£ AttackControllabilityType E Hazard
- C1 = SafetylntegritylLevel : Eint = 0
-2 = Prvacyintegntylevel : Eint =0
-C3 = FinancialintegrityLevel : Eint = 0
- C4 = OperationalintegrityLevel : Eint = 0
2 ‘ : [0..] manifests
£ AttackExpertiseType 2 AttackEquipmentType
~LAYMAN | |- STANDARD e E Failure | 0.] leads
- PROFICIENT - SPECIALIZED | Braut | (0.4 causes sl L
- EXPERT - BESPOKE
- MULTIEXPERT - MULTIBESPOKE |
2 AttackRegKnowType . \'
- PUBLIC = : ] : : = ;
- RESTRICTED B IntentionalFault [Q DenialOfService [ 8 Malfunction ]
- SENSITIVE = controllability : AttackControllability Type = C1
- CRITICAL = MeanTimeToRecovery : EDouble = 0.0

= MeanTimeToAttack : EDouble = 0.0

© AttackOpportunityType = requiredExpertise - AttackExpertiseType = LAYMAN

- UNNECESSARY ~

- EASY 1 ,

- MODERATE

= NONE T ——
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Abstract Models (Time —

general)

# Timin ‘
f g -1 ‘IHmmchnstr,amt'l'ypea'II
| B TimingSpecification @) | = NONRT
| , | - SOFT
xd £ - FIRM
B kn WEAKLYHARD
| = HARD
f td B TimingExecutionspecification® -
| & TimingConstraint 4 | o e | H TimingAssumption ﬁl
= type : TimingConstraintType = NONRT _7] it | I
2l @ 7 - &
A) [
\ | i
| g TimingSync‘nronizatichonstrainfﬂ] | E TimingBudgetConstraint. | g TimingExecutronAssumptionﬂ' | H TimingActivationAssumptiont
| ) { | | |
| H TimingDeadlineConstraint ﬂ] [0..1] synC "
0..1] activation
| = deadine : Double = 0.0 I -1
0.1] C
: ‘i [0..1] budget ) [0.7] evCH H TimingEvent ]
l B8 TimingOverloadConstran@ [0.1] chConst — —
l & TimingEventChai
&)

L/

[0.."] overload

[0.1]D

[0..1] activate

| H schedulableEntity

[0..1] terminate

(= cnticalityLevel ; Int = 0

0.1 app

| H schedulableEntityGroup
| © requirelsolation : Boolean = false
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Abstract Models (Time)

£ DeadlineViolationBehaviorType

[ El TimingOverloadConstraint 2 - IGNORE
| = violationBehavior : DeadineViolationBehaviorType = IGNORE - DROP

Mixed-criticality model

t TimingWeaklyHardConsvaint] | E TimingLatenessConstraint ) ]
= m =0 [ maxtate - Double = 00 of execution time(s)

= time_intenal : Double = 0.0

| g TimingExecutionSpeciﬁcationZ] H TimingModeValue
‘ O3} GxecT \ = modeld: Int=0
- [0.] byindex \

[0..*] byKey
| E MaxTiming ] H BestWorstCaseTiming | [ H probabilisticTiming ] | H OrderedMultivalueTiming |
l = max : Double = 0.0 I = min : Double = 0.0 o average : Double = 0.0

= max : Double = 0.0 @ vaniance : Double = 0.0
= type : ProbabilityDistributionType = UNIFORM
2 ProbabilityDistributionType
= UNIFORM
~ GAUSSIAN
- POISSON
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Abstract Models (Security)

A security level specification applies to a component, a
port, an interface or a connection

[0..1] secureReceiver

H SecurityRequirements

o secRgntID : EString
o cLevellndicator : Eint = 128
o ilevelindicator : Eint = 64

7 securitylLevel : securitylLevelType = INTEGRITY

[0..*] secureSignal

] Dataitem ]

[0..1] secureinterface

[0..*] secureSender

[0..¥] secureSenderComponent

g FunctionailExecu
table

5 FunctionalCompo H FunctionaiPort

nent

[0..%] itsDV

[ Functionalinterface

N

[0..¥] itsPort

[1..7] itsExecutableq

{0..1] itsTrust

[0..1] itsIF

[0..1] itsTrust

[ TrustSpecification ] ' & securitylevelType

= trustSpecID : String
7 trustlevel :EInt =3

l ~ NONE

= INTEGRITY

BOTH

CONFIDENTIALITY
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Abstract Models

Patterns: Protection kernel

H process ]

£ partitieonModeType| = TrustLevelType H Executable [0.*] manage? = trustLevel : TrustLevelType = NOTTRUSTED I
= NOTTRUSTED = maxThreads : Eint = 0
- TRUSTED = minRAM : Elnt = 0 | [0.% itsThreads
= minROM : Elnt = 0 [0.*] manageT
= trustLevel : TrustLewlType = NOTTRUSTED H thread
[0..1] itsPartition T
|
E PartitionDeamon| (0. itsPD [0.1] 1505
[1.7] g
—<_|—0 Hos ] o H ErrorHandler
| B partition : = IsPartitionKemel - EBoolean = false
[0..1] itsOS
= name : EStrng
= OSConstraints : EString
o= partitionMode : p}anmonModeType [0.*] partitions | 5 CommunicationResource

[0..7] fileAccess

5 AccessControlPalicy

[0.*] portAccess /] H PortAccess

[0..1] AP (L s—

- -
= B FileAccess

r [0..1] AP | SE—

= H File

[1.1] OsP

| o trustlevel : TrustLewelType = NOTTRUSTED I

B

H osport
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Concrtete Modeling

 Performed using Rhapsody

* Rhapsody implements AUTOSAR as an UML profile
— Getting both worlds at once

 ldentify possible ways of representing the concepts
— In most cases multiple options available
— Strive for simplicity

« Select which base metaclass needs to be extended

— Sometimes constrained by Rhapsody
Implementayion on AUTOSAR stereotypes
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Concrete Models — Functional dependencies

Entire Model View

. -

=, B Safure_models
I.

() ARPackages
£ Componenti
=[] Component_1
=1-[Te] SWC1_IB
¢ -] Rumt
{3} =inout_dependency» inout_deps
{ . read ]
= fin read 1
=@ accessedVariable
-8 autosarVariable = Safure_models.Component].Component_l.receive_l.data_1
fiy read_2
=@ accessedVariable
& autesarVariable = Safure_models.Component!.Compeonent_1.receive_2.data_3
= Ae write_1
@ accessedVariable
LA autosarVariable = Safure_mcdtls.t:cmpon:nﬂ.Compon:nt_'l.stnder_‘l.data_I
=i write_2
—@ accessedVanable
! %8 autosarVariable = Safure_models.Component].Component_1.sender_2.data_3
] Run2
(o H receve ]
E receive 2
B sender_1
- M sender_2
4 sWComp_1
&I Interfaces
= if DATA1
2] data_t

Define what output
value (port)
depends on what
Input value (port)
i1 AUTOSAR _40 (REF)

#1-k3) ExtendedTableCapabilities (REF]
=-k3) Safure_Profile
—=5*» input_dependency

B if DATA2
] data_3

-] Packages

« ApplicationSwlomponent Types
Compenent_1
receive_L:if DATAL sender_1:if_DATA1

sender_2:if_DATAZ
receive_2:if_DATA2 [
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Concrete Models - Timing

Selecting
- snampencsin execution times on

=41 SWC1_implementation

S ResourceConsumptions th b f d
=& Resource_specs e aSIS O mo eS
=@ RoughEstimateOfExecutionTimes /
=@ «MixC_multiC» Exec_by_criticality
=-@ estimatedExecutionTimes
.~ E-@ «timing_by_modes estimatedExecutionTime
=32 Tags

i  TimesByMode
= L_- |_executableEntitys

! ™, Runnable0
i i:;:fi“ Tag : TimesByMode in timing_budget_1 / «~a
| [f3) AUTOSAR 42 (REP) — — : ~
| 43 ExtendedTableCapabilities (REF) Descrption | Reiabors
I =3 Ssa“fure_profie Name: TimesByMode L
25 st
w .;: 'ﬁﬁt{pes Applicable to:
+«5 M_Delta_deadline Type: TimeModeSpec in Safure_profil v | [ - . . .
+l«5x max_late_deadline Value: 10. 20, 20 ASSIgnIng t” I “ng
-~ MieC_multiC s =
=<5 MK_deadline utiplicty - v b d
--€5% timing_budget u g etS
#|-=52 timing_by_mode v /
E-E> Types Locate 0K
- < TimeModeSpec
..... < TlmeUnrt. v ] | .

=1~[J Sweclmplementations
-5 SWC1_budget
. @ ResourceConsumptions
=-¢ Resource_specs
=-® RoughEstimateOfExecutionTimes
-1-® «timing_budget» Exec_budget
= @ estimatedExecutionTimes
#-® atiming_by_mode» estimatedExecutionTime
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Concrete Models - Security

]
Vi3 in WiB X
Entire Model View = «CompasitionSaComponeniTypes
|:|-g3 Safure_Securityd = Lype_2
=~ ARPackiges
1 95w yDe, A 0 Ty 1 «SwC vpe, Aapli
itSSWCLSWCL itsSWC2:-SWC2
1 «Runnsbi=Entt 1 wRunnzbeEnt
run2l
in1:if_datal runii outlif dats?  inZif_data2 butz:f_datal
A
B0 viB [
compositienswcomponenttype_2
} «SecurityRequirements SecureCommunication_de L
w d2 Y =
I3} -SecurityRequirement» SecureCommunication_if = N o
«, if_datal B “ .
{0} «SecurityRequirements SecureCommunication_re B N o
o «52nd=run’l 7 % o
*u runl - «Send» ra
= securityLevel = BOTH ;J L L
fB ; >
= Eﬂ <SecurityRequirements SecureCommunication_swe N K
w dl : - .
 SWC Es%mrecommunmnon SWC 0=
42 securityLevel = CONFIDENTIALITY - SEEE e
-1 Packages
- Profiles
- RHEBul\ds P ————
@00 Settings Interfaces-if_datal =
-] Software Components Diagrams o
{E -------------------------- SecureCommunication_if
«dataElements
{0}
D <j """""""""""""""" SecureCommunication_de
dzint
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Applications

« Case 1: Synthesis of security implmentations or
component proxies

« Case 2: m-k analysis of real-time systems

« Case 3: automatic generation of task code using the
AUTOSAR features for timing isolation from
specifications (models) of mixed-critical systems.

18
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From models to analysis and synthesis

Flow with Rhapsody

« The model with extensions is now available as
ARXML, XMI or through the Rhapsody API for
analysis and synthesis

[ >
(@ny |
AUTOSAR ::>
tool) ,:“> Analysis or
ARXML Synthesis
I::> Analysis tool
format
oy | = || g
UML M| 1 ”
tool) 7
Model 7’
Java API <::> extraction :
program possible model
' backannotation
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Background: The AUTOSAR Process

SW-C SW-C SW-C
Description Description Description
=} = v =}
AQ A2 A3
-2 N > w >

SW-C

Description
_/;

u>d-MS 4
vsSoLlnvy

Virtual Functional Bus

Deployment tools

System
Constraint
Description

3

ECUI
wi
F
- >
~~
| RTE |
| Basic Software |

m
e
c

ZO-MS
dvsoLnv
€ D-MS
dvsoLnvy

RTE

Basic Software

o

!

ECUI
we
=4
63
s 2>
~

| RTE

| Basic Software

Gateway *_
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Background: The AUTOSAR Process - RTE

The task model and the communication
Implementation are automatically generated by
tools (RTE generator) based on the system
model specifications

The RTE generator is responsible for generating code, which
Implements the connectors between the ports.

This generated code is dependant on the mapping of the
software components to ECUSs.

If the connector connects two components on the same ECU
a local communication stub can be generated.

Otherwise, a stub that uses network communication must be
generated.

Intra-ECU connector Inter-ECU connector
Rte_Write_Client_wiperWasher_start(...) { Rte_Write_Client_wiperWasher_start(...) {
modify variable - - access COM

} }

E
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AUTOSAR Modeling Extensions for Security

Secure On-board Communication (SecOC) allow the transmission
of secured data between two or more peers over a network;

Crypto Abstraction Library (CAL) provides other BSW modules
and application SW components with cryptographic functionality.

CSM: an AUTOSAR service which provides cryptographic
functionalities based on a SW or hardware (HSM) module.
— rw | Only services are

B
l_ — wiene | provided — no
S

| system Services

e v | |- o | QPP _c_atio _n—IeveI
‘ |_. — = | gpecifications
! ' 1 SWC access
PDU Router SecOC .
Routing Table i "™ dlreCt|y CSM nO
r— ‘I cm;” \ hldlng of
services from

Frif Canif ‘ SWC
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AUTOSAR Modeling Extensions for Security

« Desirable for a user to define the level of confidentiality
and integrity of its communications

At the level of
the entire SWC

that applies to the ports or

At the level of the interface
the data items within it [

SA

E

At the level of
the ports

DCAM ~ ACAM Waichdog
Validity P> | Cam validity wdog ack P | acam life
[
Edge_angle [ 2 Cam_edge_angle
Service
SyncMgmt Calib_table ‘ acam_ KT
RPM_signal P | Sync_RPM
|
RPM_phase b Sys_Phase Setting D
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AUTOSAR Specifications for Security: Extensions

« Safure metamodel for Security Regmts to be
applied to the AUTOSAR SWC modeling elements

[0..1] secureReceiver H SecurityRequirements H Dataltem
T securitylLevel : securitylLevelType = INTEGRITY [0..] secureSignal
o secRgmiID : EString
o clLevellndicator : EInt = 128
o ilevelindicator : Eint = 64 [0..1] secureinterface
[0..*] itsDV
[0..*] secureSender [0..*] secureSenderComponent
H Functionalinterface
FunctionalExecu FunctionalCompo H FunctionalPort
E] table E nent
[0..*] itsPort [0..1] itsIF
[1..*] itsExecutables
e
[0..1] itsTrust [0..1] itsTrust
E TrustSpecification ] & securitylevelType
o ftrustSpecID : String = NONE
7 trustLevel :EInt = 3 = CONFIDENTIALITY
— INTEGRITY
- BOTH
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Building the CSM Module

« To support our experiments, we implemented a CSM
library compliant with the AUTOSAR standard.
« The library is implemented in C-language and relies
on OpenSSL.
* The services implemented are symmetrical
encryption/decryption and MAC generation/verication,
» To test confidentiality and integrity levels.

 The CSM supports the processing of a

. . . : M
single instance of each service at a time. CS

« Each service makes use of a conguration OpenSSL
structure, where all the information
regarding the current request are stored.

* When a new instance of a service is

created, a configuration structure is allocated.
« Only synchronous services are implemented

E
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Option 1: Generation of Filter component

Two approaches to provide an automatic implementation
of security requirements and avoid the direct use of
crypto services from the user code

1. Automatic generation of a filter component

2. Customized generation of RTE code performing
encryption before transmission

SWC1

SWC2

SWC1

SecC

%]
I

CSM

E

SWC2

.
é

CSM
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Option 2. Generation of RTE Code

SWC1 SWC2 SWC1 SWC2
[F—] [—]
% RTE
RTE_Write port_data(value)
CSM

Implementation that uses
the CSM API to provide

the level of confidentiality

specified in the model

v
_A—

27
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Applied to an example derived from active safety
functions

Lane
Departure
Warning

Camera [ ] Obj Brake request _
detection ll. T Braking

] ) ] -

] ]

Radar .‘ .l. \4’.
keeping ,. Steering

Lidar N I o 4 I
| 5%

Road +
detection ‘- Throttle
\¢ L
Vehicle_position
- ] [
GPS ] !
L] [ ]
Path
planning
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The AUTOSAR
model of the
sample
application with
the component
under analysis

An example derived from active safety functions

«CompositionSwComponentType»

Vfb::System

1 «SwComponentPrototype,Ser i «SwComponentProtutype,E. - 1 «SwComponentPrototype,S 1 «SwComponentProtol
itsCamera:Camera itsRadar:Radar itsLidar:Lidar itsGPS:GPS
cameraPortl cameraPort radarPortl radarPort2 lidarPortl  lidarPort2 gpsPort

% | —]\’ N Vg
obJDet’IiL(l ob]DetRecd'L ODJL)étREC.U_I roadDetFkEcl_ roadDetRec2 . roadDetRec3

1 «SwComponentPrototype AppllcatjonSwCom
itsObjDetection:ObjDetection

ponen

objDetSend

IL

1 «SwComponentPrototype Appllcat]onSwComponentTvpe»
itsRoadDetection:RoadDetection

roadDetSend

laneDepWarnRec l

1 «SwCompcnentP;ototype,ApplicationSw(
itsLanDepartureWarning:LanDe

laneDepWarnSend3
aneDepWarnSendl

4
la eDenWlarnSendZ

laneKeepSendl  |3nekeepSends3 | pathSendl pathsend2 PathSend3
A A A
% & ™ S Y N
[ laneKeepSend2 T

laneKeepRec ‘

1 «SMmﬁmentﬁutOWpe,Applicati
itsLaneKeeping:LaneKeepi

1 “ «ch:a/mpanentProtctype,AppIicatioﬁS'w'
itsPathPlanning:PathPlanning

brakingPort1 brakingPort3

L i

1 «SwComponentPrototype,Senso
itsBraking:Braking

brakingPort2 ‘

étccringPartE steeringPort3

i «Su\\vComponen\tPrototype,Sénscn
itsSteering:Steering

steeringPort1

throttlePort3

‘Mlef

% %,
1 «SwComponentProtutype,SensarAct
itsThrottle:Throttle

rottlePort1
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Adding RTE-level code

When the encryption is performed in the RTE code, it is
completely hidden in the model view.

A customized RTE generator is required
Implemented with ARXML parsing and python processing

Std ReturnType Rte Write gpsPort GPS(uint32 datum)

Csm SymEncryptStart (cfgld, ..., sizeof (uint32));
Csm SymEncryptUpdate (cfgld, datum buf, ... );
Csm SymEncryptFinish (cfgld, ...);

res = Com SendSignal (sigID, datum buf);
// AUTOSAR COM
return res;

30
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Code for filter component

Encryption code added to the runnable code
performing forwarding of data from the Filter

FUNC (void, RTE APPL CODE) run0 (void)
{

Rte Read Port0Oin GPSFilter (datum buf);

Csm_ SymEncryptStart(cfgld, ..., sizeof(uint32));
Csm_ SymEncryptUpdate (cfgId, datum buf, ... );
Csm SymEncryptFinish(cfgld, ...);

Rte Write PortOout GPSFilter (*datum buf) ;

31
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m-k modeling and analysis

* Very small number of “true” hard real-time systems

 Need for models that account for overload in several
control domains (where deadline can be missed)

— Informally, we can miss deadlines but not too many
and not too many in a row

* m-k model: You can miss at most m deadlines out of k
Instances

* Not the only possible abstraction

* Length and number of deadline misses in longest busy
period

(all these specifications are available from out modeling
extensions)

32
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The m-k model: Our solution

Work on m-k analysis presented at EMSOFT

Y. Sun, M. Di Natale “Weakly Hard Schedulability Analysis

for Fixed Priority Scheduling of Periodic Real-Time
Tasks”

Contributions wrt previous work
«  Not restricted to offset determined systems

« Can sweep a range of m-k options and even find the
minimum m for a given k

— Easily done since it is based on an optimization
formulation

Limitations

«  Still limited to periodic load

«  Does not scale beyond 20 tasks and k>10
— Do we really need those?

33
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The m-k model: an MILP solution

«  Relaxing some constraints (number of interferences) and
then refining to limit pessimism

. Feasibility or optimization formulation

— Maximize # of misses m in any given window of k
Results *very* close to true optimum
. Runtimes acceptable for many configurations

2100

Yes -l-I
No X
1800 T
1500
m
‘g
—_ —_ o 1200
m=2, k=5 8 N
& T
o 900 +
E +
=
600 oy
+
300 , 4
0 ! i ¥
n=10 n=20 n=30 n=>50

Taskset size
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