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Perfectly Secure Product 
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INIT 

It is secure because it’s doing nothing,  
i.e. it stays in the same state 

NOP 
transition 

only if initial state is secure 



Secure Lifecycle for System in the Field 
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Boot 

Secure 

Execute 

Secure 
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The Goal 

• Guarantee authenticity and integrity of the 

application image 

 

• Provide protection against attacks about 

smuggling malicious applications  

 

• Provide flexibility for system functionality life-cycle 

and in-the-field update 
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Highlights 

• Operating over network 

 

• Keeping already operating devices updated 

 

• Higher safety and security levels 

– Provide critical patches as soon as they are ready 

 

• Provide best customer experience 

– Deliver new or update existing features 

 

SAFety and secURity by dEsign for interconnected mixed-critical cyber-physical systems 

5 Thursday, 25 January 2018 



Demo target hardware 

• Design is platform agnostic 

 

• This demo on Juno Board: 
– Cortex®-A57 & Cortex-A53 

MPCore 

– ARMv8, big.LITTLE™, 64bit 

– PikeOS 4.2 fully supported 
• HW Virtualization 

• Trust Zone 

• Serial and Ethernet drives 

• ElinOS BSP 
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Signing 

• Server: 

– Setup 

• Generate private key 

• Calculate public key 

– Sign 

• Sign updated app (with private key) 

– Distribution 

• Signed app = Updated app + Signature 

• Client: 

– Setup 

• Install server’s public key 

• Protect it against manipulation 

– Verify signature 

• Download signed app from server 

• Verify signature (with public key) 

• Install updated app only if signature is correct 
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Updated App

Signing App

Keys

Signatute

Updated App



Demo setup 

• There are three partitions 

– P1: Application Manager 

– P2: Application for update 

– P3: CycurLIB file provider 

• (Crypto Server) 
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• The demo is started 

after secure boot 
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Initial state 

• Application Manager (P1) 

– Loads application  

• App is in P2 

– Launches P2 partition 

– Starts update daemon 

• Listening for incoming 

update orders 
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Mapping
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Update process 

• Server 
– Connects to Application 

Manager (P1) 

– Sends new App image 

– Image contains: 
• New Application 

• Application Signature 

 

 

• Update Daemon (P1) 
– Accepts connection 

– Download new App image 

– Locally stores the Updated 
App  
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Validation 

• P3 is running ESCRIPT CycurLIB for security operations 

• The public key is stored in a non volatile memory region 
– PKI is part of secure boot 

• The public key can be updated during the project integration. 
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• Application Manager (P1) 
– Validates the Updated App 

against its signature 

– CycurLIB file provider (P3) 

 performs security operations 

– If validation successful, Stops 
P2 

– Updates the P2 memory region 
with  the Updated App 

– Restarts P2 
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CycurLIB 

• Library with cryptographic algorithms 

• Tailored towards embedded systems 

– Optimization for execution speed or small code size 

• EdDSA: state-of-the-art digital signature algorithm 

– Based on elliptic curves 

– Public/private key pair: 256 bits each 

• Security equivalent to RSA with ~3072 bits 

– Signature: 512 bits 

– No branches or array indexes that depend on secret 

data  robust against many side-channel attacks 

SAFety and secURity by dEsign for interconnected mixed-critical cyber-physical systems 

12 Thursday, 25 January 2018 



Video Demonstrator 

SAFety and secURity by dEsign for interconnected mixed-critical cyber-physical systems 

13 Thursday, 25 January 2018 



Takeaways 

• Secure Update is mechanism to update securely 

and safely deployed applications  

– Proposed solution provide independence of applications 

and platform updates 

• Secure Update on top of Real-Time Hypervisors 

enables split safety- and security-critical 

applications 

– Reduce attack surface 

– Reduce amount of safety-critical code to certify 
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Thanks! 
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“This work was supported by the Swiss State Secretariat for Education‚ 

Research and Innovation (SERI) under contract number 15.0025. The opinions 

expressed and arguments employed herein do not necessarily reflect the official 

views of the Swiss Government.” 
 

If you need further information, please contact the coordinator: 

 TECHNIKON Forschungs- und Planungsgesellschaft mbH 

 Burgplatz 3a, 9500 Villach, AUSTRIA 

 Tel: +43 4242 233 55     Fax: +43 4242 233 55 77 

 E-Mail: coordination@safure.eu  

 The information in this document is provided “as is”, and no guarantee or warranty is given that the 

information is fit for any particular purpose. The user thereof uses  the information at its sole risk and liability. 
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