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Powertrain Multicore ECU – technical features 
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• Support mixed-critical ECU to reduce cost 

– Engine Ctrl – Automated Manual Transmission Ctrl 

 

• Data Protection 

– Compliancy with ISO-26262  

 

• OS extensions  

– Timing and memory protection for Infineon Aurix SW/FW multi-
core Architecture and ERIKA OS 

 

• Data Integrity on Inter-ECU communications  

– Prevent attacks through ECU communication channels  

 

• Timing analysis 

– Performance and CPU load calculation 

– WCET estimation  



Automotive Multicore ECU – main goals 
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• SAFE - Freedom of interferences: timing protection and 

memory protection at firmware level – alternative to OS 

implementation: lower costs  

 

• SECURE - communication on CAN: guarantee security 

requirements  

 

• Mixed – Criticalities - Exploitation of Multicore to reduce 

the number of control units: reduction of complexity, costs 

and time-to-market 

 



Secure communication details – ECU side 
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• Functional classification of messages  

supported 

 

• Cyclic activation (period of 10-20-100 ms) 

 

• Error handling implementing  

– Detection of corrupted messages -> logging and 

diagnosis activation 

 



Message categories 
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Communication scenario 
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 11th October 2017 
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Category B Massages TESTS 



TEST succeeded 
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• Emulator view: 4 completed messages transmitted and this 

is last message 

 

 

 



Message content on CAN 
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• ECU (Message ID - A7 -- RX)  

• CANalyzer view (Message ID - A7 -- TX) 

 

 



Message content on Ethernet 
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• Wireshark view 

 



Can side (traces) 
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• ECU (Message ID - A7 -- RX)  

• CANalyzer (Message ID - B2 -- TX) 

 

 



Man in the middle attack 
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• Corrupted signature 

• Wrong «Error counter» ------ 
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Category A Massages TESTS 



Man in the middle attack 
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• 6 corrupted messages sent 

• Error counter increased!     --------- 

 



Full Equipment 
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