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I Safety-Critical & Time-Critical Context
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» Exponential increase of performance requirements
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> Unsustainable with classical single-core embedded
solutions
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code size (insn)

» Multi-core architectures = promising candidate

with regards to Size, Weight and Power (SWaP) 10° 1 —e— avionic
. . 3008 —&@— automotive
2 Multi-core are oriented toward the consumer 10° : . i . , . . -
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| Compliance with regulation standards = Certification

> Spatial partitioning: No application or task should be able
to access / alter the data of another application or task.

» Time partitioning: No application or task should be able to
delay another application or task.

How to ensure a sufficient level of time determinism with
multi-core COTS architectures? THALES




I Target Architecture & Environment

SYSGO

EMBEDOING INNOVATIONS

] PikeOS RTOS from SYSGO AG
2 Real-Time Operating System
2 Separation Micro-Kernel

© Thales 2017 All rights reserved.

2 Partitioned Environment
2 Virtualization

] ARM Juno BOARD

2 A hi-performance bi-core out-of-order ARM-v8
Cortex A72 core cluster

2 A more predictive quad-core in-order ARM-v8
Cortex A53 core cluster

2 Multi-core COTS not specifically designed for real
time systems with a large set of shared hardware
resources

RE&F. 1 x00x-x0000000Kxk - 30/06/2017
Thales Research & Technology France
Template trip version 8,0,2 / template : 87211168-GRP-EN-003

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in

part or disclosed to a third party without the prior written consent of Thales -

IT

OPEN

AERLLRERRRRNNY
Coretrt GIC 400 » GICudm

Cores &8
Cores AT2 b -
R

Core 0] [Come 1]

Core 0] [Corn 1] ||[Come 2| [Com 3

[ Gesere ||| 2enre |

Corelirk TZ2C400 va-tl-n--a—-c-—n-

DOR 1600 | | DORD 1900 Corelnra NIC 400 rterconrect
32 ot ] + + .
I”)M] DOR) Py HOM r'c Ousl sara

- conarol UAR
$ L ] 1 L3
1] ] * ' ]

oo ooy
Morry Mermory




I The Challenge of Timing Interferences

| Using multi-core COTS in Safety Critical Systems

;7 » Successfully faces the exponential increase of
performance requirements

» But focuses on best-effort performance, not on

worst-case performance
g f core core core core
-~ ] The problem: inter-core timing interferences
i . h L1 L1 L1
- 2 Multi-core = shared hardware resources caghe | | cache | | cache | | caéhe
2 Concurrent accesses to these resources are involving U . Ll s
some arbitration mechanisms at hardware level L2 shardd cache L2 shardd cache
2 Hardware contention is introducing unpredictable ' l
timing interference appearing as extra time delays 1"?‘;'“""“‘
1 2 Breaking the time isolation principles —"u— L
Memory 1/O
How to measure timing interferences in real systems?

Can we correlate with hardware resource accesses? THALES



I METrICS: a Measurement Environment for Time Ciritical Systems

| Features
2 Running on top of the PikeOS RTOS

2 Providing accurate measurement of

2 Rely on hardware time base & perfor-
mance monitor counters

2 Minimizing timing intrusiveness
> Ability to observe timing interference

| Software Architecture
> Library
2 Instrumented Syscalls

2 Driver » Collector

» SHM

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in
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timing and hardware resource accesses ‘
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|

Time-critical
application

Time-critical
application

PikeOS pKernel

Hardware-Specific PSP

Target Hardware Board

THALES



I Driving Example: Drone Swarm Application

| Description

2 Control-command application guiding a set of 4 quadri-copters along a pre-set
track

| Software Architecture =
> ROUTe Gener(]'l'or ~—— Engine L1 ——
» Drone Confrol (x4)

Engine L2
- Kinematic model of a drone Rote |H—— [ Heading |_| Engines J T: State
. . . Generator ————1,. Controller Splitter — Computer
- Conftrolling velocity and heading | - |

- Dynamic model controlling
DC motors

> Display

—
L3 Display
e

ey Engine R2 =’

How is this particular deployment sensitive to timing

interferences? THALES



I Collecting raw performance data with METrICS

Target Board E PC Host
> 7
Time-critical Time-critical
application application

PikeOS pKernel

raw.csv

Hardware-Specific PSP

Target Hardware Board
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Collecting raw performance data with METrICS

imetrics.
anisms

THALES
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Configurations & METrICS Automation

Application deployments 4

Single-core, AMP, SMP, Hybrid

Buffer size 3

Fitting in L1, Fitting in L2, Not Fitting

Cache Policies 2

Flushing / Not Flushing between

time partitions

Hardware Counter Selection

6 selected among 41 pre-selected cs

Number of runs 1000

For statistical significance

TOTAL RUNS 108
Billion

= Need to reduce the Design Space
= Automation necessary
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| Studying correlation between counters
» More than 100GB of raw data
> Around 14 days of runtime
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application
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Rendering performance data collected with METrICS

. 48500 v v - v - - -
e - T Y T T T

'g O Generator Fﬁ’ 1 E“ ‘Hﬁ ; : ] i : g ."
o2 ' | A £ 48000} : . 5 : : 5 R 4
% g Splitter ‘u’ ‘U” ‘r_ i : H : : i -
£ %E)v HiPass ‘.g? 182 47500} . .

> = P : : : i :

g i LoPass ‘Efll" 'ﬂ’ £ .3\ '.:

25 = § 47000} : <% 4
§ 2 Aggregator [37] 37 E o : i . : :
S0 | L 3 : le @ : : : ]

— ° : : : : : :
B2 Display 26827 29032 — 16120 |— 268 46500 - oveennd T e
Te T T T T 1 N A é

2 : : i
g § 2.300,00(:“ . 2,320,000 . o2.380.000 2,400,000 2,420,000 2,440,000 46000 : .
5 0 T aATT : >
g % :‘t‘:‘-?aﬁig 0e 4551 ; H i i i
fé = m"wﬁ‘!} & ?Sooo 16050 16100 16150 16200 16250 16300 16350 16400
Qg 06 pm_total_Is_translated (events), variability from -0.1% to +2.2%

s C
88
Qc 0.4

0 O©
0=

o% 02 s4/4C/PROBE_NOTCH-CORE3
oid 350 — T T T T T T
S5 00
=5 .
8 © 300 R R R LR P PP P LR R R R PP EEERRE

€ £ -0.2
55 5 0| s R s A e

52 s |
RS ” i T e Il e B

°> -06 g 2008 e

0 5 =] | @

0 S 0.8 G 150F L AL -
0 = ©
5% ook L N L O eeeeeessoeesseeesoee

cc? 3 50 | a'.'a

E 8 ccccce R Lo J RO b - ABEEREY c cccoccnccnccascancancnnns j ....................................
=2

53 0 N L ' N L

£ % 6000 8000 10000 12000 14000 16000 18000

[} .
85 duration (ns)
28

Ret. 1 3005000000000k - 30/06/201 /7
.lo Thales Research & Technology France l H A I E S
Template frtp version 8,0,2 / template : 87211168-GRP-EN-003 OPEN g



THALES

'ZL6'ELO'TT=

OPEN

S8'€56'256'5V8

POO+ v BEY

DURATION

I Timing Histograms
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Resource access histograms & Timing VS access correlograms
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Access VS access correlograms

X 1000_flushdrones_amp.intjcorfig8.csvimerged <@atuin> OO
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DURATION | pm_I2_cache | _pm_I2_cache_instruction_ | pm_I2_cache_miss_ | pm_loads_transiated | pm_stores_translated | pm_total_Is_transiated | D3 | D3-matrix |

Change plot size: - +

Include variables:

(%] 1: DURATION

[[]2: MAF_NUMBER

["]3: BEGIN_TIME

%) 4: PM_L2_CACHE_ACCESSES

(%] 5: PM_L2_CACHE_INSTRUCTION_ACCESSES
[7]6: PM_L2_CACHE_MISS_ACCESSES

[_]7: PM_LOADS_TRANSLATED

[]8: PM_STORES_TRANSLATED

[%]9: PM_TOTAL_LS_TRANSLATED

Drill and Expand:

["JDURATION

[]MAF_NUMBER

["1BEGIN_TIME
[7]PM_L2_CACHE_ACCESSES
[[JPM_L2_CACHE_INSTRUCTION_ACCESSES
[7]PM_L2_CACHE_MISS_ACCESSES
[7]PM_LOADS_TRANSLATED
[7]PM_STORES_TRANSLATED
[JPM_TOTAL_LS_TRANSLATED
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Corr Matrix | _Pwal |

POOC+BEY o

~Descriptior

LOAD_MICRO_OPS_COMPLETED vs. LOADS_TRANSLATED
xdata=19, ydata=14

Pearson: 0.99309, P-val: 0.00000
Spearman: 0.98434, P-val: 0.00000

data folder: /home/saoud/svn_safety_critical/dev-4.1/metrics_apps/data/drone_test_4process/1000_flush/drones_amp.int/configdS.csv/merged
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I Rendering system call: repartition and distribution

Repartition of APEX calls in the WCET of ENGINE_R1 (MAF #0)
READ_BLACKBOARD SEND_BUFFER SET_EVENT

ENGINE_SPLITTER
HEADING_CONTROLLER

STATE_COMPUTER ENGINE_R1

v T T v v v ¥ ¥ T T 1
500 1.000 1500 2000 2500 3.000 3.500 4,000 4.500 5,000 5,500

Distribution of APEX calls runtimes for ENGINE_R1
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READ_BLACKBOARD = H
GET_EVENT_ID = re-
GET_BUFFER_ID = +
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I METrICS: a Measurement Environment for Time Ciritical Systems

Time-critical
application

Time-critical
application
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PikeOS pKernel

Hardware-Specific PSP

Target Hardware Board

| Measurement Environment
» Controlled accuracy and infrusiveness

» Can be turned into a RTE at the cost of
more intrusiveness

| Features

Target Board + PC Host
- | o
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2> Multiple hardware target
» Characterizing interference channels
» Visuadlization to guide expert’'s analysis
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